
Securing Data 
and Innovation in 
Connected Cars
An Automotive Industry Use Case
The future of the automotive industry looks mind-blowing with 
autonomous, electric engines, biometric car access, remote 
vehicle shut down, driver health monitoring and driver override 
technology as examples of ideas slowly transitioning from the 
engineers’ drawing boards into reality.

The automotive industry is charging ahead to have Level 5 
autonomous vehicles (capable of generating data of 2 - 5TB per 
hour from its sensors) on the highways by 2020. This growth 
in transmittable and manipulative data increases personal 
risk for consumers and cyber targeting manufacturers in the 
industry. While on-board infotainment and telematics systems 
provide rich features desired by consumers, they also bring 
new legal and compliance risks in the form of potential privacy 
and security pitfalls and land-mines. Autonomous and highly 

In addition to the palpable safety concerns, researchers have 
also highlighted potential privacy invasions. By exploiting 
weaknesses in wireless communications systems or in devices 
that connect directly to cars (such as smartphones, insurance 
dongles, or diagnostic tools), hackers could conceivably gain 
access to data stored on a vehicle that describes its owner’s 
driving habits, current location, entertainment preferences, or 
daily schedule.

automated vehicles only add to this complexity and risks.

The modern-day car is a computer on wheels. Data is the 
oxygen for the innovation and there’s no better example of 
how data is critical to the business than Formula 1. With ~3,000 
pieces of data collected from each car every second, which 
drives the consideration of over 1,000 new designs on average 
made for a Formula 1 car each week, the speed of innovation 
leaves no time to protect the intellectual property. 

The single constant across all these differing areas of 
automotive innovation is data. Data is a valuable resource for 
innovation and a valuable resource to lose; data which can be 
stolen and abused.

Data Challenges in the 
Automotive Industry

Risks of Anomalies in the Vehicle 
Data Network

Businesses that offer company cars, operate fleets, and are 
considering the deployment of self-driving vehicles, are at 
risk, especially if they are liable for passenger safety. Typical 
businesses that fall into this category may include logistics 
providers, telecom providers, car rental agencies, construction 
firms, and delivery services (e.g., pizza, flowers). Logistics 
companies should confirm that companies which manufacture 
and maintain their trucks are on top of cyber risks.
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Invenio Platform Alerts Automotive 
Data Driven Anomalies 

With the vast increase of the attack surface and the potential 
impact of a cyber-attack, that is now a safety-critical matter, 
continuously monitoring the communication of automotive 
telemetry and decision data become critical. Invenio Platforms 
advanced level of near real-time monitoring minimises the 
risk of unauthorised over-the-air updates, car intelligence 
manipulation or other malicious activities.

1. Secure data flows from users, employees and partners

2. Secure race day data flows

3. Secure 2-way updates and performance stats

4. Secure manufacturing IP

In addition to these layers of protection directly relating to a 
vehicle’s connectivity, supply chain risk management is a critical 
element of the overall cybersecurity effort. Compromised 
physical components can jeopardise the integrity of a car’s 
security architecture, making it imperative that the whole supply 
chain is completely and continuously analysed to reassess the 
trust of the suppliers.
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5. Secure IP and real-time analysis

6. Secure supply chain policies

7. Secure operational and security data processes



Securing Operations 
and the Flow of Data 
Across Critical National 
Infrastructure
Critical National Infrastructure (CNI) Use Case
The Government’s 2016 cyber security strategy states that 
the cyber security of the UK’s critical national infrastructure 
(CNI)—from the physical infrastructure to the digital networks 
and data—is critical, because a successful attack “would have 

Most of the UK’s CNI is owned and operated by the private 
sector. In December 2017, the Joint Committee on the 
National Security Strategy, re-established the inquiry, into 
the Government’s approach to ensuring the cyber security of 
UK’s CNI, exploring how it works together with private-sector 
operators and industry regulators in doing so. Two of the nine 
topics within the inquiries terms of reference, call out key 
challenges that need to be addressed between the public and 
private sector: 

• The effectiveness of the Government’s relationships with,
respectively, private-sector operators and regulators in
protecting CNI from cyber attack

As CNI providers move towards increasingly connected large 
networks that allow for monitoring and remote automated 
control, the potential for cyber attacks rises.

According to a report released by the UK government, cyber 
attacks on CNIs can be motivated by financial gain (e.g. 
by ransom), to manipulate public opinion, demonstrate an 
attacker’s prowess, conduct espionage or cause physical 
disruption. Potential attackers range from individuals and 
activists with limited capability to organised crime groups 

• The balance of responsibilities between the Government
and private-sector operators in protecting CNI against
cyber attack

According to a joint US Department of Homeland Security/
FBI report, advanced persistent threats (APT) are targeting 
government entities and organisations in the energy, nuclear, 
water, aviation and critical manufacturing sectors. The APT 
activity appears to be a multi-stage intrusion campaign by 
threat actors targeting low security and small networks to gain 
access and move laterally to networks of major, high value 
asset owners within the energy sector.

the severest impact on the country’s national security”. Yet the 
strategy also acknowledges that across many priority sectors 
“cyber risk is still not properly understood or managed, even as 
the threat continues to diversify and increase”. 

Challenges for Critical National Infrastructure Providers

Risks of Anomalies in the CNI Industry

and nation-states with significant expertise and resources. 
The report also notes that foreign states or state-sponsored 
groups regularly attempt to penetrate UK networks, specifically 
targeting the defence, finance, energy, telecommunications and 
government sectors.

The UK is proposing a hefty fine for critical national 
infrastructure (CNI) companies that fail to protect against loss 
of service due to cyber attacks. For companies that do not 
comply with the new regulations, the fine could be as high as 
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Invenio Platform Addresses the Assessed Criteria 
to Mitigate Loss of CNI Service

The continuous operation of CNI services requires a wider 
appreciation of operational, targeted and compromised 
systems. The effect of cyber attacks are the cause of unsecure, 
reactive and ineffective processes and procedures, with 
operational and security technologies implemented with 
minimal integration capabilities. None of these “cause-effect” 
attributes are intentional, but a consequence of balancing 
budget, people and priorities.

The Invenio Platform continuously monitors and analyses CNIs 
activities in all their extents – from standard users to complex 
industrial control networks – to identify risks and take instant 
action to neutralise them. 

Automation to drive operational excellence between 
departments is achieved through the flexible and powerful 
open integration offered by the Invenio Platform. Accurate 
detection of anomalies is attained through the use of 
expectations and our unique deep learning adaptable 
engine. Both provide actionable intelligence to manually or 
automatically take action, optimising the whole process. The 
diagram below outlines how the Invenio Platform implements 
and in many cases leads the strategy to reduce or neutralise 
the risks associated with CNIs.

£17 million, or up to four percent of annual turnover.

Among other criteria, the fine would be assessed against 
companies that fail to:

• Develop a strategy and policies to understand and
manage their cyber security risks;

• Implement security measures to detect and prevent
attacks or system failures;

• Deploy security monitoring;

• Take steps to raise staff awareness and require training;

• Assess their risks adequately or take appropriate security
measures.
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1. Secure interactions with Government to coordinate with
other CNIs

2. Secure safety critical systems and production systems

3. Secure operations and business as usual

4. Secure users’ digital interactions and automated
augmented services

5. Secure third parties’ communications and enforce
compliance



Securing the Flow 
of Data in the 
Omnichannel World
A Financial Industry Use Case
Within the retail banking sector, digital has become the 
backbone of a new integrated fabric spanning all channels.
According to a recent report by Statista, more than 40 percent 
of financial companies are experimenting with Big Data and IoT. 
What is more, it is projected that retail banking organisations 
will lead the adoption of Big Data by 2020, by a staggering 80 
percent. As the bank’s streamlining and ‘One-Click’ processes 

As banks continue their transformation to become fully 
digitized,  the pivotal nucleus will be the multiple channel 
accessibility and richness of CRM, social, personal and 
behavioural data. Prioritisation has implications that extend 
beyond the existing sole responsibilities of the CIO, CISO & 
CCO due to its direct impact on ‘Increased Penetration’, ‘Client 
Experience’, ‘Information Accessibility’ and address ‘Security 
Concerns’, all of which drive improved client loyalty. Client 
data privacy, protection and leadership from a client advocacy 

Today’s (and the future) state of omnichannel banking means 
that data becomes highly fluid and dynamic, combined with 
the exponential growth in connectivity and interactions. The 
creation of new services means that client data is not simply 
residing or resting within protected IT systems. Client data is 
continuously at risk as it is being processed and shared by 
many different personnel, 3rd parties, and systems across the 
enterprise. The collective need for the data and associated 
organisational intellectual property from multiple individuals 
or parties conducting their day-to-day operational roles within 
and outside the bank requires data to be securely managed 
from where it securely resides and utilised accordingly. Data 
and operational risks will increase rather than be mitigated 
in an omnichannel strategy as the combination of disruptive 

standpoint will directly impact the top-line growth agenda of 
the bank’s senior executives due to the client loyalty topics, and 
stimulation for the client to use the bank’s apps and websites 
more frequently, capitalising on the transition of websites and 
mobile applications as a sales tool and not just a service portal. 
Simply put, ‘the heightened criticality of client data privacy and 
protection in retail banking is becoming a unified priority and 
business imperative for the entire C-Suite’.

with clients becomes redefined by digitalisation, the business 
imperative of accessing and protecting client data creates many 
new responsibilities and opportunities for adding value to the 
client [experience] and operational efficiency of the bank—
emphasising the quantifiable challenges of client data privacy 
and protection. 

Data Challenges in the Finance Industry

Risks of Anomalies in the Omnichannel Data Network

flows of data associated with the new services, alongside 
an exponential growth in devices driven by the Internet of 
Things that consumers will exploit to enrich their experience 
and businesses will use to increase productivity and and gain 
greater consumer awareness.

Growth in banking is predicated on trust. Without trust, clients 
will take their business elsewhere; immediately. Putting 
operational visibility, client data and client privacy as the 
foundation for the digitisation of retail banking and protecting 
these valuable client assets with continuous adaptive risk and 
trust assessments will build client trust, which will create the 
foundation for growth.
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Invenio Platform Alerts Omnichannel 
Data Driven Anomalies

For financial organisations to move to digitalisation in an agile 
manner they need to be assured that all their networks are 
highly visible, secure and continuously monitored. This is to 
ensure that any interactions and data flows are in accordance 
with your current and future omnichannel policies.

In an omnichannel world where the ‘Time to Act’ decisively 
and with confidence could affect business survival, loss of 
customer confidence, reputation and the risk of non-conformity 
of industry and statutory regulations, the Invenio Platform is the 
only collaborative architecture that can visualise your network 
devices (including IoT), monitor interactions and provide 
actionable intelligence to resolve anomalies in near real-time.

The omnichannel world for financial organisations benefits 
with the Invenio Platform via its Actionable Intelligence; 
‘information that can be automatically acted upon, with the 
further implication that actions should be taken’. Traditional 
approaches to big data analysis, generically provide insights 
about historical activities. They are too slow to respond, 
do not adapt quickly enough to the changing operational 
activities being experienced in banking and insurance, waste 
valuable operational resource skills and are not user friendly. 
These weaknesses are mitigated, with the Invenio Platform 
reducing businesses ‘Time to Act’, exposure to the business, its 
customers and employees.
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1. Secure data flows from users, employees and partners

2. Secure operations and business as usual

3. Secure transactions and enforce compliance

4. Secure intellectual property

5. Secure customer interactions

6. Secure data flows and trust across digital service
providers

7. Secure third parties’ communications and enforce
compliance
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